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Motivations

 Linux has put out more than 1300 
releases ranging from versions 1.0 
to 4.1 over the past 20 years 
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Linux Kernel Evolution

Mar. 14, 1994 Oct. 12, 2017Time

Operating System

Applications

Hardware Resources

 An operating system (OS) provides 
operating environments for software. 
Thus, the assurance of high reliability of 
an OS is critical.



Motivations
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Linux Bug Data

Evolution of bug type proportions Evolution of regression bug proportion

Difference of bug types’ time to fix What metrics can reflect bug evolutions

 It is necessary to explore the characteristics of Linux bug data from 
the evolution perspective. For instance,
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Bug Data Collection

Linux Kernel 
Bugzilla

Reports 
Filtering

Web Crawler 
Extracting

Version 
Integrating

Bug Reports 
Data Set

Step1：
Report Filtering

Step2：
Report Extracting

Step 3：
Version Integrating

Data source: 
https://bugzilla.kernel.org/

Status: CLOSED
Resolution: CODE_FIX

Reports were downloaded by a 
python designed web crawler.

Version integrating, e.g., 
1) Ubuntu 2.6.17-10.34-generic -> 2.6.17
2) 2.6.33.4 -> 2.6.33

Details of data set

6



Bug Classification

 Bug types: Bohrbug (BOH) and Mandelbug (MAN).
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Bug types

TOT

Bug types: Bohrbugs and Mandelbugs: subtypes

Begin

Is a Bug?

Bug Report

End

Fault Triggers 
Extraction

Yes

Label: 
not a bug No

Is an ARB?

Is an NAM?

Is a BOH?

Label: 
UNK 

No

Label: 
ARB: 

subtype

Label: 
NAM:

subtype 

Label: 
BOH 

No

No

Yes

Yes

Yes

Step 3:
Classification

Step 2:
Extracting 
Fault Triggers

Step 1:
Data Clean

Manual classification procedure



Bug Classification
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Some examples of classified bugs

Total numbers and percentages for 
actual bugs and not a bug

actual bugs 
76.26%

not a bug 
23.74%
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Evolution of Bug Type Proportions
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(a) each bug 
type among 
the 4378 
actual bugs

(b) NAM subtypes (c) ARB subtypes

More than 50% of actual bugs are BOHs
NAMs’ major subtypes: TIM, ENV and LAG
ARBs’ major subtype: MEM

Overview of Bug Type Proportions

How do proportions of bug types in 
Linux evolve over versions or time? 
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Evolution with versions Evolution with time

BOHs

NAMs

ARBs

Evolution of Bug Type Proportions
proportion

version / time

proportion

version / time

proportion

time
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Evolution with versions Evolution with time

BOHs

NAMs

ARBs

Evolution of Bug Type Proportions

proportion

version / time

proportion

version / time

proportion

time

BOHs 
increase

MANs 
decrease



Evolution of Bug Type Proportions
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 The proportions of BOHs and MANs
and their evolution trends are 
different among different versions.

version 2.6.0

version 2.6.24

version 2.6.27 version 2.6.32

Comparison across four selected versions



Evolution of Bug Type Proportions
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Distributions of classified bugs 

 More than 50% of classified bugs are related to device drivers

Correlation lift between bug types and 
products

Drivers 
ACPI 
Plat

BOH

FS
IO/Storage

Core
NAM & ARB

Net NAM

Note: core represents products Memory, Process Management and Timers



Evolution of Bug Type Proportions
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Evolution of bug type proportions of selected products

 The proportions of BOHs, NAMs, ARBs 
and their evolution trends are different
among different products.

Drivers

ACPI FS

IO/Storage
Plat

Networking Core
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Evolution of Regression Bugs

 Regression bug: a bug that causes a normal feature to stop working 
after a certain event (e.g., bug fixes, new feature work, etc.). 
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Examples of regression bugs

How does the proportion of 
regression bugs in Linux evolve 
over versions or time? 



Evolution of Regression Bugs
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 More than 50% of the classified bugs are regression bugs.
 Regression bugs are more likely BOHs, while non-regression bugs are more likely MANs.

Overview of The Proportion of Regression Bugs

Correlation lift between bug types and
regressions



Evolution of Regression Bugs
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Evolution of proportions of regression bugs 

Evolution with versions Evolution with time

Regression bugs

Non-regression bugs

proportion

version / time

proportion

version / time

Possible reasons: introduction of new features and bug fixes.  
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Bug Types’ Time to Fix
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Comparison of time to fix for bug types

Average time to fix

MANs BOHs>

New

Assigned

Resolved

Verified

Closed

A simplify life cycle depiction of a 
“CLOSED” and “CODE_FIX” bug report.



Outline

Evolution of Bug Type Proportions2

Bug Data Collection and Classification1

Evolution of Regression Bugs3

Bug Types’ Time to Fix4

Bug Types’ Network Characteristics5



Bug Types’ Network Characteristics
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“Scale-free”

“Small-world” [Science, 99’]

[Nature, 98’]



Bug Types’ Network Characteristics

 LOS Network
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#include<stdio.h>      
//a_C_language_program.c
void func2()
{   func9(); func10(); }
void func3()
{   func10(); }
void func5()
{   func7(); func8(); }
int main()
{  func2(); func3(); func4();
    func5(); func6();  
    return 0;
}

(a) (b)

main

func5func2

func3 func4

func6 func7

func8func10

func9

main

func5func2

func3 func4

func6 func7

func8func10

func9

Nodes: functions, Edges: function calls

Xiao, G., Zheng, Z., & Wang, H. (2017). 
Evolution of Linux operating system 
network. Physica A: Statistical 
Mechanics and its Applications, 466, 
249-258.

In one of our previous works, we explored the 
evolution of LOS networks,  including 62 major 
versions from versions 1.0 to 4.1.

Is there a network metric that can reflect the evolution of bug 
type proportions? 



Bug Types’ Network Characteristics
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The relationship between bug type proportions and clustering coefficient

Clustering coefficient is used to 
measure the tendency of a 
network to form tightly 
connected neighborhoods.

Large clustering coefficient Low proportion of BOHs 
High proportion of MANs.



Bug Types’ Network Characteristics
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Pearson correlation analysis between bug 
type proportions and clustering coefficient

Clustering coefficient is used to 
measure the tendency of a 
network to form tightly 
connected neighborhoods.

Large clustering coefficient Low proportion of BOHs 
High proportion of MANs.



Extension and Future Work

 RQ1: What network metrics can be used 
to represent bug types’ characteristics?
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 RQ2: What’s the difference of bug types’ 
characteristics based on network metrics?



Extension and Future Work

 The Analysis Procedure
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Patches AnalysisNetwork Metric 
RepresentationLOS NetworksFunction 

Extracting

Step 1:
Function File Extracting

Step 2:
Network Metric Representation of Bugs

Step 3:
Analysis
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Patches AnalysisNetwork Metric 
RepresentationLOS NetworksFunction 

Extracting

Step 1:
Function File Extracting

Step 2:
Network Metric Representation of Bugs

Step 3:
Analysis

Patch of BUG_ID:
changed functions 
in file xxx.c:
int func_a()
void func_b()

Changed 
functions:
func_a
func_b
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 The Analysis Procedure

30

Patches AnalysisNetwork Metric 
RepresentationLOS NetworksFunction 

Extracting

Step 1:
Function File Extracting

Step 2:
Network Metric Representation of Bugs

Step 3:
Analysis

Patch of BUG_ID:
changed functions 
in file xxx.c:
int func_a()
void func_b()

Changed 
functions:
func_a
func_b

Network metrics:
e.g., Degree
𝒌𝒌(func_a)
𝒌𝒌(func_b)
or Clustering Coefficient
𝑪𝑪(func_a)
𝑪𝑪(func_b)

Network metric representation of 
BUG_ID:
e.g., Degree
𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔 (BUG_ID) = 𝒌𝒌(func_a) + 𝒌𝒌(func_b)
or Clustering Coefficient
𝑪𝑪𝒔𝒔𝒔𝒔𝒔𝒔 (BUG_ID) = 𝑪𝑪(func_a) + 𝑪𝑪(func_b)
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 The Analysis Procedure
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Patches AnalysisNetwork Metric 
RepresentationLOS NetworksFunction 

Extracting

Step 1:
Function File Extracting

Step 2:
Network Metric Representation of Bugs

Step 3:
Analysis

Patch of BUG_ID:
changed functions 
in file xxx.c:
int func_a()
void func_b()

Changed 
functions:
func_a
func_b

Network metrics:
e.g., Degree
𝒌𝒌(func_a)
𝒌𝒌(func_b)
or Clustering Coefficient
𝑪𝑪(func_a)
𝑪𝑪(func_b)

Network metric representation of 
BUG_ID:
e.g., Degree
𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔 (BUG_ID) = 𝒌𝒌(func_a) + 𝒌𝒌(func_b)
or Clustering Coefficient
𝑪𝑪𝒔𝒔𝒔𝒔𝒔𝒔 (BUG_ID) = 𝑪𝑪(func_a) + 𝑪𝑪(func_b)

Difference of the bug types’ characteristics 
based on network metrics:
e.g., Degree
𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔(BOHs) and 𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔(MANs)
or Clustering Coefficient
𝑪𝑪𝒔𝒔𝒔𝒔𝒔𝒔(BOHs) and 𝑪𝑪𝒔𝒔𝒔𝒔𝒔𝒔(MANs)



Extension and Future Work

 Findings:
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1 Degree: 𝒌𝒌
𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔(BOHs) and 𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔(MANs) are significant different: 𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔(BOHs) < 𝒌𝒌𝒔𝒔𝒔𝒔𝒔𝒔(MANs)
𝒌𝒌𝒂𝒂𝒂𝒂𝒂𝒂(BOHs) and 𝒌𝒌𝒂𝒂𝒂𝒂𝒂𝒂(MANs) are significant different: 𝒌𝒌𝒂𝒂𝒂𝒂𝒂𝒂(BOHs) < 𝒌𝒌𝒂𝒂𝒂𝒂𝒂𝒂(MANs)
𝒌𝒌𝒎𝒎𝒎𝒎𝒎𝒎(BOHs) and 𝒌𝒌𝒎𝒎𝒎𝒎𝒎𝒎(MANs) are significant different: 𝒌𝒌𝒎𝒎𝒎𝒎𝒎𝒎(BOHs) < 𝒌𝒌𝒎𝒎𝒎𝒎𝒎𝒎(MANs)

2 Clustering Coefficient: 𝑪𝑪
𝑪𝑪𝒎𝒎𝒎𝒎𝒎𝒎(BOHs) and 𝑪𝑪𝒎𝒎𝒎𝒎𝒎𝒎(MANs) are significant different: 𝑪𝑪𝒎𝒎𝒎𝒎𝒎𝒎(BOHs) > 𝑪𝑪𝒎𝒎𝒎𝒎𝒎𝒎(MANs)

3 Closeness: 𝑪𝑪𝒄𝒄
𝑪𝑪𝒄𝒄𝒂𝒂𝒂𝒂𝒂𝒂(BOHs) and 𝑪𝑪𝒄𝒄𝒂𝒂𝒂𝒂𝒂𝒂(MANs) are significant different: 𝑪𝑪𝒄𝒄𝒂𝒂𝒂𝒂𝒂𝒂(BOHs) > 𝑪𝑪𝒄𝒄𝒂𝒂𝒂𝒂𝒂𝒂(MANs) 
𝑪𝑪𝒄𝒄𝒎𝒎𝒎𝒎𝒎𝒎(BOHs) and 𝑪𝑪𝒄𝒄𝒎𝒎𝒎𝒎𝒎𝒎(MANs) are significant different: 𝑪𝑪𝒄𝒄𝒎𝒎𝒎𝒎𝒎𝒎(BOHs) > 𝑪𝑪𝒄𝒄𝒎𝒎𝒎𝒎𝒎𝒎(MANs) 



Relevant Published Papers

 [1] Gao, Y., Zheng, Z., & Qin, F. (2014). Analysis of Linux kernel as a complex 
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Analyzed the core component of LOS as a complex network and showed that the large in-
degree nodes providing basic services would do more damage on the whole system at the 
time of intentional attacks.

 [2] Wang, H., Chen, Z., Xiao, G., & Zheng, Z. (2016). Network of networks in Linux 
operating system. Physica A: Statistical Mechanics and its Applications, 447, 520-526.

Explored the coupling correlations among Linux components and analyzed the impact of 
system failures on networks

 [3] Xiao, G., Zheng, Z., & Wang, H. (2017). Evolution of Linux operating system 
network. Physica A: Statistical Mechanics and its Applications, 466, 249-258.

Studied the evolution of 62 major releases of Linux kernel ranging from versions 1.0 to 4.1 on 
network perspective and revealed the characteristics of the structure and functionality 
evolution of Linux network. 
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