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Linux operating system (LOS) is a sophisticated man-made system and one of the most
ubiquitous operating systems. However, there is little research on the structure and func-
tionality evolution of LOS from the prospective of networks. In this paper, we investigate
the evolution of the LOS network. 62 major releases of LOS ranging from versions 1.0 to
4.1 are modeled as directed networks in which functions are denoted by nodes and func-
tion calls are denoted by edges. It is found that the size of the LOS network grows almost
linearly, while clustering coefficient monotonically decays. The degree distributions are al-
most the same: the out-degree follows an exponential distribution while both in-degree
and undirected degree follow power-law distributions. We further explore the functional-
ity evolution of the LOS network. It is observed that the evolution of functional modules is
shown as a sequence of seven events (changes) succeeding each other, including continu-
ing, growth, contraction, birth, splitting, death and merging events. By means of a statistical
analysis of these events in the top 4 largest components (i.e., arch, drivers, fs and net), it is
shown that continuing, growth and contraction events occupy more than 95% events. Our
work exemplifies a better understanding and describing of the dynamics of LOS evolution.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Many real-world complex systems ranging from nature to human society can be abstracted as networks, where entities
are denoted by nodes and interactions between entities are denoted by edges [ 1-3]. At first, people used regular networks to
represent real systems. After that, ER random-graph model was proposed [4], in which the edges are completely randomly
connected. However, real-world networks are neither regular lattices nor simple random networks. Since the small-world
network model and the scale-free network model were put forward at the end of the last century [5,6], complex networks
science is flourishingly developed and greatly prompts the understanding of structures and functions of real-world complex

systems, such as protein networks [7-9]

, Internet [10-12], power grids [13-16], airport networks [17-20] and scientific

collaborations [21-23]. Over the past years, researchers primarily focus on several research aspects, involving epidemic
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spreading [24-27], cascading failures [28-30], traffic dynamics [31-33], evolutionary games [34-36], network control
[37,38], optimization process [39-42], coupling networks [43,44] etc. One interesting direction is to investigate structures
and functions of software system networks [45-47].

Software systems represent one of the most sophisticated man-made systems which can be modeled as networks [48].
Over the past decades, a wealth of researches have been concentrated on software system networks from several aspects.
Valverde et al. [49] presented the first evidence for the presence of scale-free and small-world behaviors in software systems
from a well-defined local optimization. Cai et al. [50] modeled software dynamic execution processes as an evolving software
mirror graph and found that execution processes might illustrate as a small-world network in the topological sense but no
longer manifest in the temporal sense. Subelj et al. [51] investigated the community structure in software networks. In the
work, observations on several networks constructed from Java and various third party libraries were presented.

Operating system is a special software system which interacts with hardware devices and provides execution
environments to the software executing on a computer [52]. Among various operating systems, Linux operating system
(LOS) is typical and well deployed in most fields of the society nowadays. Due to its open source characteristic [53], the
LOS network draws continuous attentions. In 2008, Zheng et al. [54] developed two new network growth models to better
represent Gentoo Linux. Recently, Gao et al. [55] analyzed the core component of LOS as a complex network and showed that
the large in-degree nodes providing basic services would do more damage on the whole system at the time of intentional
attacks. Wang et al. [56] studied the network of networks in LOS and different manifestations of the coupling correlations
among components were observed from the aspects of topologies and functions.

The functionality of LOS is continuously updated and optimized, brings it a strong vitality to adapt changing
environments. Since version 1.0 was released in 1994, more than 1300 releases including versions 1.0 to 4.1' have been
developed, and about every three months, a major version of LOS would be released. Understanding characteristics and
processes of LOS evolution are meaningful to the development of operating systems, whereby what metrics could be utilized
to evaluate changes of structures and functions of LOS during its evolution and how to reveal underlying principles of the
evolution of LOS comprehensively are necessary to be explored. However, the study of the LOS network from the evolution
aspect is still rare. To the best of our knowledge, the only work so far is that in 2011, Fortuna et al. [57] investigated packages
in the first 10 releases of Debian GNU/Linux operating system and found that the modularity of the network of dependencies
increased over time. In this paper, we systematically study the network evolution of 62 major releases of LOS ranging from
version 1.0 released in 1994 to version 4.1 released in 2015, from the aspects of topological properties and functionality
structures.

The paper is organized as follows. The following section describes the research data and the network modeling of LOS.
Afterwards, results of the evolution of the LOS network are presented and discussed. Finally, the conclusion is given.

2. Methods
2.1. Research data

LOS is originally developed by Linus Torvalds in 1991. Over the past 20 years, more than 1300 releases ranging from
versions 1.0 to 4.1 were put out, and the development of LOS has gone through three stages which can be classified by
development methods [58]. The first stage contains versions 1.0 to 2.5, the second stage includes versions 2.6 series and the
third stage contains version 3.0 and its subsequent releases. In the first stage, developers utilized 3 digits which labeled as
“a.b.c” torepresent the releases: the first digit “a” represents the LOS version, the second digit “b” denotes the major revision
of LOS, and the third digit “c” indicates the minor revision of LOS. In this stage, a distinction was made between even and
odd second major revision digits: odd digits were used to represent development releases, whereas even digits correspond
to stable releases [59]. Differently, in the second stage, releases were not developed by dividing into development or stable
versions, and 4 digits were used to denote the releases as a result of the change of development methods. The major revision
of LOS was denoted by the third digit while the minor revision of LOS was represented by the forth digit. In the third stage,
developers decided to stop the old numbering method which was utilized in versions 2.6, from which the numbering with
3 digits was reused to denote the releases. In this scheme, the development speed was accelerated by mainly separating the
releases into mainline versions, stable versions and longterm versions [60].

The research data of LOS are obtained from 62 releases provided by the official website? of Linux ranging from versions
1.0 to 4.1, covering the three development stages of LOS, as exhibited in Fig. 1. According to the version numbering method
of LOS, all of these releases are major releases.

2.2. Network modeling
LOS is a C language based operating system whose realization mainly depends on the function calls, which can be

commonly termed as a call graph [48]. Consequently, a directed network based on the call graph where nodes are functions

1 The latest release when we started this work.
2 https://www.kernel.org/.
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Fig. 1. Research data. 62 major releases ranging from version 1.0 released in 1994 to version 4.1 released in 2015. Note, SN represents the sequential
number which is assigned to each version according to their release date, e.g., the sequence number of version 1.0 is 1 and that for version 4.1 is 62. The
symbol will be used and discussed in the remaining parts of the paper.

and edges are function calls is constructed. For instance, a piece of C language program modeled as a directed networKk is
illustrated in Fig. 2.

3. Results and discussion
3.1. Evolution of network properties

As shown in Fig. 3(a)(b), the size of the LOS network evolves almost linearly with the increasing of sequence numbers.
It can be observed that the numbers of nodes and edges in each version increase about 6800 and 26000, respectively. A
significant discrepancy can be easily obtained that the numbers of nodes n and edges m in version 4.1 are about 118 and 131
times larger than version 1.0, respectively. It is noticeable that the growth rates of n and m are slower after the sequence
number 12 (version 2.6.11). This is due to the reason that, the interval between two major releases has become much
shorter since the releasing of version 2.6.11 as a consequence of the change of development methods [58]. In Fig. 3(c),
we plot clustering coefficient C with the increasing of sequence numbers. The clustering coefficient is utilized to describe
the probability that a specified node’s neighbors are also the neighbors of each other. In a directed network, the clustering
coefficient for a node i is defined as [61]

Z > (ay + ajp) (ax + a) (ap + ax)

j k
= —— . 1
2 (K" + KO (k" + K — 1) — 2 Y aa; )
J

i

where kﬁ” and k" are the in-degree and out-degree of node i, respectively. In Eq. (1), g; is set to be 1 if there exists an edge
from i to j, otherwise a; = 0. The clustering coefficient for the whole network can be obtained by averaging C; over all nodes.
Thus, the clustering coefficient of the whole network is

-l n
c=- > a. (2)
i=1

From Fig. 3(c), it is obvious that C decays with the increasing of sequence numbers, indicating the local connection of
the LOS network will become looser with its evolution. Fig. 3(d) depicts the evolution of the average out-degree (ko ), the
average in-degree (k;,) and the average undirected degree (k) of the LOS network. It can be observed that the average degree
grows with the increasing of sequence numbers. It is worth mentioning that the growth rates of (k.:), (kin) and (k) after
the sequence number 12 (version 2.6.11) are slower, due to the same reason as previously described the growth rates of n
and m in Fig. 3(a)(b). Besides, the correlations between average degrees and the number of nodes are depicted in Fig. 3(e).
It shows a positive power-law relation (i.e., (k) oc n*(A = 0.023)) between the average degree and the number of nodes.
Average degrees will increase more and more slowly with the growth of the number of nodes.



252 G. Xiao et al. / Physica A 466 (2017 ) 249-258

a b

func2()
func9(); func10(); }

func3()
func10(); }

func5()
func7(); func8(); }
main()
func2(); func3(); func4();
func5(); func6();

0.

~— ~— ~ ~—

>

}

Fig. 2. An illustration for modeling a C language program as a directed network. (a) is an example of a C language program. The call graph depicted in (b)
can be regarded as a directed network. The out-degree of a specified node represents the number of functions it calls (e.g., the out-degree of node main is 5)
and the in-degree of a specified node represents the number of functions calling it (e.g., the in-degree of node func10 is 2).
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Fig. 3. Evolution of topological properties of the LOS network. (a) The number of nodes n. (b) The number of edges m. (c) Clustering coefficient C.
(d) The average out-degree (k. ), the average in-degree (k;,) and the average undirected degree (k), all presented as functions of the sequence number
(SN). (e) Correlation between the average degree and the number of nodes. (f) Out-degree distributions, (g) in-degree distributions and (h) undirected
degree distributions of versions 1.0 and 4.1 (using logarithmic binning).

Fig. 3(f), (g) and (h) display degree distributions of versions 1.0 and 4.1 with logarithmic binning. The degree distribution,
which defined the probability of a randomly selected node with degree k, is one of the most fundamental properties of
networks [2]. It can be notably observed from Fig. 3(f), (g) and (h) that the two versions have similar degree distributions:
the out-degree distribution follows an exponential distribution while both in-degree and undirected degree distributions
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Fig. 4. Evolution of the number of components in the LOS network. The number of components in the LOS network has increased from 10 to 15 during its
evolution. Note, components belonged to the first, second and the third categories are denoted by red, green and blue, respectively. (For interpretation of
the references to color in this figure legend, the reader is referred to the web version of this article.)

experience power-law distributions, which is in well accordance with the results of Gao et al. [55] and Wang et al. [56].
Besides, the degrees have a wide range with the evolution of the LOS network, and maximal in-degrees are much larger than
maximal out-degrees due to the reason that a reliable and readable programming method would usually prefer to write a
function with only a few calls, which limits the value of the maximal out-degree. Meanwhile, the basic service functions
would be called by a tremendous number of high-level functions, which brings extremely large in-degrees. By examining
all versions, it is found that their degree distributions are similar to each other.

3.2. Evolution of components

LOS is a modular design software system, whose source codes are arranged in several major directories which can be
considered as components [62], while subdirectories are usually viewed as functional modules, since they possess specific
functions [63]. The components in the LOS network and their related functions are shown in Table 1.

As shown in Table 1, it can be found that 17 components have appeared in the LOS network during its evolution. However,
not all of the 17 components would exist in each version. In Table 1, the first category indicates that components ibcs and
zBoot exist in versions 1.0 and 1.1. Besides, from the second category of Table 1, it can be shown that eight components
(i.e., drivers, fs, init, ipc, kernel, lib, mm and net) can be found in all versions and constitute the basic component of LOS. The
third category in Table 1 indicates that these components (i.e., arch, block, crypto, security, sound, usr and virt) appear after
version 1.1. In the following, a specific illustration of the evolution of the number of components in the LOS network will be
elaborated.

It can be seen from Fig. 4 that the number of components has increased from 10 in version 1.0 to 15 in version 2.6.25 and
its subsequent versions. In versions 1.0 and 1.1, the number of components is 10 but decreases to 9 in versions 1.2 to 2.5,
which is due to that components ibcs and zBoot were removed while component arch was added in version 1.2 to support
new processors (e.g., ARM processors and MIPS processors). Four new components including crypto, sound, security and usr
were added in version 2.6. Therefore, the number of components increases to 13 in the versions from 2.6 to 2.6.14. The
development of component security is due to the requirements of enhancing the security of LOS, making it becomes one of
the most secure operating systems. Components block and virt were developed in versions 2.6.15 and 2.6.25, respectively.
Thus, the number of components in the LOS network increases to 15 in the versions from 2.6.25 to 4.1. Another observation
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Table 1

Components in the LOS network and their related functions. The first category represents components which only appear in versions 1.0 and 1.1; the
second category represents components which exist in all versions; the third category denotes components which are added after version 1.1. Note, only
those directories which contain.c files and relate to the functionality of LOS are investigated.

Category Component Related function Component Related function
1 (versions 1.0 and 1.1) ibcs Intel binary compatibility standard zBoot Decompress kernel
drivers Device drivers fs File systems
2 (all versions) init Initialization for the kernel ipc Inter-process communication
kernel Architecture independent main kernel lib Generic library functions
mm Architecture independent memory management net Networking
arch Different architectures block Generic block layer
3 (after version 1.1) crypto Cryptography framework security Security module
sound Sound system usr Early userspace
virt Virtualization infrastructure
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Fig. 5. Evolution of the number of functional modules in the top 4 largest components arch, drivers, fs and net. The number of functional modules grows
with the increasing of sequence numbers.

worth mentioning is that, component drivers occupies about 50% nodes in all versions since LOS supports huge number of
external devices.

3.3. Evolution of functional modules

Fig. 5 shows the evolution of the number of functional modules in the top 4 largest components arch, drivers, fs and
net. It is found that the number of functional modules in arch becomes stable from version 2.6.11 (the sequence number
12) which attributes to the removal of out-of-date architectures, while the number of functional modules in drivers grows
almost linearly due to the flourishing development of device drivers.

Researchers found that the evolution of some entities in real-world complex networks can be considered as a sequence of
certain basic events (changes) succeeding each other [64,65]. By manually investigating change logs of LOS and the changing
of the network size of each functional module with its evolution, seven events, including continuing, growth, contraction,
birth, splitting, death and merging, are observed in the evolution of functional modules, as shown in Fig. 6. These events will
be further discussed in the following.

Note, in this subsection, version N; represents a specific version of LOS, while version N; 1 denotes the subsequent version
of N;.

e Continuing: a functional module M, in version N; continues its existence in version N1, and the numbers of nodes in the
two versions are identical.

e Growth: a functional module M; grows when some nodes are added in version N;, 1, making its size bigger than version
N;. This event could be caused by the consideration of new requirements or bug fixing.
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Fig. 6. Seven events in the evolution of functional modules. (a) Continuing. (b) Growth. (c) Contraction. (d) Birth. (e) Splitting-1. (f) Splitting-2. (g) Death.

(h) Merging-1. (i) Merging-2.

e Contraction: a functional module M; contracts when some nodes are removed in version Ni;1, making its size smaller
than version N;. The event could be attributed to the old feature removal or bug fixing.

Birth: a functional module M; did not exist in version Nj, but appears in version N;, . The birth of a functional module
can be attributed to the new functionality requirement from the developers or users. For instance, functional module ps3
was added in component drivers into version 2.6.20, indicating that Sony PS3 gained official Linux support.

Splitting: a functional module M, splits into two or more functional modules in version Ni;;. In Ref. [65], the splitting
events are simply divided into two types: equally or unequally splitting. However, in the LOS network, two different
splitting types are observed, which are depicted in Fig. 6(e)(f). The first (splitting-1) is that a new functional module M, is
forked from M;, while M is still existing. For example, in component fs, filesystem ext2 splits into ext2 and ext3 in version
2.5 due to the reason that ext3 was developed based on ext2 by forking the source code of ext2. The second (splitting-2)
is to separate My, which has complex functions, to several functional modules, whose function is more specific.

Death: a functional module M; existed in version N;j, but disappears in version N, ;. Event death is the opposite side of
event birth. If one functional module is out of date or has not been maintained for a long time, it will be removed.
Merging: a functional module M, has been created by merging several functional modules. In Ref. [65], the merging events
are divided into two types: equally or unequally merging. However, in the LOS network, two different merging types are
observed, which are depicted in Fig. 6(h)(i). The first one (merging-1) is some other functional modules are merged into
M in order to make the functional modules with the similar functions more convenient to be maintained. The second
one (merging-2) is to create a new functional module M; via assembling some other functional modules. For example, in
component arch, functional module x86 in version 2.6.24 was formed by merging functional modules i386 and x86_64.

Furthermore, we investigate the statistical results of the seven events in the top 4 largest components arch, drivers, fs and

net, asillustrated in Table 2. It should be noted that, the difference of the total numbers of the seven events in Table 2 is mainly
attributed to the different numbers of functional modules. In Table 2, it is notable that birth, splitting, death and merging
events happened mostly on the first and second stages of LOS development, indicating the optimization and regulation of
the functionality of LOS are mostly implemented in the first and the second development stages. Comparatively, continuing,
growth and contraction events are majorly observed in the second and the third stages, since the number of functional

modules is comparatively fewer in the first stage, which can also be figured out from Fig. 5.

As shown in Fig. 7, continuing, growth and contraction events are most likely to occur, and these events in components
arch, drivers, fs and net occupy more than 95%. Comparably, the percentages of birth, death, splitting and merging events
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Table 2
Statistics of the seven events in the top 4 largest components arch, drivers, fs and net. Note, Dev. Stage represents the development stages of LOS mentioned
in Section 2.1.

Comp. Dev. Stage Continuing Growth Contraction Birth Splitting Death Merging Tot.
st 4 38 7 15 3 0 0

arch 2nd 90 400 195 20 5 11 8 1421
3rd 133 240 243 7 1 1 0
1st 19 89 6 40 0 3 0

drivers 2nd 569 1270 214 61 3 8 4 4681
3rd 797 1276 275 35 3 5 4
1st 36 89 37 45 3 2 0

fs 2nd 737 816 258 36 3 10 1 3632
3rd 693 701 156 6 2 1 0
1st 30 67 11 27 1 1 0

net 2nd 378 668 128 27 0 0 2532
3rd 504 562 116 8 0 2 0
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Fig. 7. Percentages of the seven events from versions 1.0 to 4.1 in the top 4 largest components. (a) arch. (b) drivers. (c) fs. (d) net.

are small. However, these events may play crucial roles, since these four events can be regarded as the optimization and
regulation of the functionality of LOS to certain extent.

Another point worth mentioning is that the percentage of contraction events in component arch is the highest comparing
with other components. This phenomenon is mainly due to the removal of out-of-date processors in architectures.

4. Conclusion

LOS evolves to improve their fitness to changing environments, commonly motivated by the new requirements of
hardware architectures and users [66]. In this paper, we have focused on the evolution of network properties and
functionality structures of the LOS network. Our work has revealed initial insights into LOS evolution, suggesting that there
exist recognizable patterns (i.e., network properties evolution trends and evolution events) in the evolution of LOS. The
variation of network properties and evolution events indicates that the evolution of LOS adheres to some principles. On the
other hand, these patterns can be fairly considered as outcomes of the evolution of LOS. The major benefits of these outcomes
reflect the variation of the evolution of LOS which are driven by the changing environments and user requirements and vice
versa affecting them. For example, the functional module x86_64 in component arch was developed by forking the codes
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of functional module i386 due to the requirement for supporting 64-bit version of the i386 architecture. However, with the
evolution of the two functional modules, bug fixing during the maintenance and new features introduced in the development
process often make developers confuse that whether all changes being made in both functional modules, since there is quite
a lot of commonality between them. This drives developers to merge them, which results in the creation of the functional
module x86. Furthermore, the results of this paper signify that the size of LOS and its functions keep continuously increasing,
also indicate that the usage of core functions (e.g., basic service functions) will increase while the cluster tendency of LOS
will become looser with its evolution. Additionally, a lack of sufficient knowledge of the evolution process would cause
many of the problems in software maintenance, while the results of this paper could provide such data as references for the
maintenance of LOS. In conclusion, these patterns revealed in this paper could be utilized as indicators of the maintenance
or improvement of LOS. Besides, the evolution trends of the patterns could be further used as the evaluation of the next
versions of LOS.
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